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. BBepeHue _

Henb3s otpunate Toro ¢akra, uto HHGHOPMALMOHHO-TEIEKOMMYHHKAIMOHHAS CETh
«HTEpHET» BCE TECHEE NPOHMKAET B HAIly C BaMu JKW3Hb. 11 ONHMX OH cTan
MCTOYHUKOM 3HAaHUW, JUISl APYTHX MCHOJb3YETCs B pabOTe, KTO-TO HAIIEN C MOMOUIBIO
HNHTtepHeTa Apy3eil, a KTO-TO JaK€ CMOT HaJlaJUTh CBOKO JMYHYIO KU3Hb. BOJBIIMHCTBY
M3 HAC JIOCTATOYHO CJIOKHO MPEACTaBUTH JIeHb 0€3 OHJIAWH-0OIEHUs C IPY3bsiMH, MPO-
CMOTpa CBEKHUX HOBOCTEW MJIM HOBBIX POJIUKOB.

Pazsutne B Poccuiickon @Penepauuu, Kak U BO BCEM MHUPE, JJIEKTPOHHBIX
TEXHOJOTM U TEJIEKOMMYHUKALMOHHBIX CETeH, BceoOmiast JOCTYNMHOCTh B TJ00aIbHON
KOMITbIOTEPHOU ceT MHTEepHET pa3nuuHbIX HHPOPMALMOHHBIX PECYPCOB CLIOCOOCTBOBAJIO
MOSIBJIEHUIO MPUHIMITMAIBFHO HOBOT'O BU/Ia HApYyIIEHUs 3aKOHA — KHOEPHPECTYITHOCTH.

KubeprnpecTymHOCTh — HE3aKOHHBIE IEUCTBUS, KOTOPBIE OCYIIECTBISIOTCS JIOIbMH,
MCIIOJIb3YIOIIMMU UH(OPMAIIMOHHBIE TEXHOJIOTUHU ISl PECTYIHBIX LETEH.

[IpakTika mnOCHEOHUX JIET CBUIETENBCTBYET 00 YBEJIWYEHUM YHUCIA TaKUX
MIPECTYIUIEHUN.

Haubonee pacnpocTpaHEHHBIMH TNPECTYIUIEHUSIMU B cepe KOMIBIOTEPHOU
uH(pOpMaLUU SBISIFOTCS OJOKMPOBAaHUE CAWTOB U JIOKAJbHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOIMPOBaHKUE MH(POPMALUU.

OTBETCTBEHHOCTh 33 COBEPLIEHUE KOMIIBIOTEPHBIX MPECTYIUICHUH IPETyCMOTPEHA
rmaBoit 28 VYromopHoro komekca P®, wumenyemoinn «llpectymienus B cdepe
KOMITbIOTEPHOU MH(popManum». JlaHHas Ti1aBa COAEPKUT TPH COCTaBa MPECTYIJICHUN —
CT. 272 (HempaBOMEPHBIM JTOCTYN K KOMITbIOTEpHOW uH(OpMmaiuu), cT. 273 (co3zmanue,
MCIIOJIb30BAaHUE U PACIPOCTPAHEHUE BPEAOHOCHBIX KOMIIBIOTEPHBIX MpPOTrpaMMm), cT. 274
(HapymieHWe TpaBWII OSKCIUTyaTallMd CPEJICTB XpaHEHHs, OOpabOTKM WM Tepeaadu
KOMITbIOTEPHOU MH(pOpMauu U MHGOPMALIMOHHO-TEIEKOMMYHUKAMOHHBIX CETEN ).

HenpaBunbHOE MOBEACHNE B HUHTEPHETE MOKET NPUHECTH BPEA HE TOJNBKO Bam, HO
Takke Bammm poaHbIM U OIM3KHUM.



. NMEPCOHAJIbHbLIE [1AHHBIE -

Yto Takoe MEPCOHAJIBbHBLIC TAaHHBLIC U MOYEMY OHH TaK BAJKHBI?

Cornacno @enepanbHoMy 3aKk0oHY Ne 152-D3 «O nepcoHanbHBIX JAHHBIX):

Ilepconanvnvie oannvle — n106as ungopmayus, OMHOCAWAACA K NPAMO UIU KOC-
BEHHO ONpPedeleHHOMY UL ONpedensemMomy uzuueckomy auyy (cyovexmy nepcoHalbHbIX
OQHHDIX).

T.e. mepcoHanbHBIE NaHHBIE — 3TO WH(OpPMAIH O KOHKPETHOM YE€JIOBEKE. DTO Te
JTaHHBIC, KOTOPBIC MO3BOJISAIOT HAM y3HATh YEJIOBEKAa B TOJINE, UACHTHU(PHUIIMPOBATH WU
ONPENEIUTh KaK KOHKPETHYIO JINYHOCTh. TakuX MACHTU(ULIUPYIOMINX JTaHHBIX OTPOMHOE
MHOXECTBO, K HHUM OTHOCATCA: (amuiusi, UMs, OTYECTBO, JaTa POXKIACHHUS, MECTO
POXKJIEHUS, MECTO >KHTENIbCTBA, HOMEpP TeyieoHa, aJApec IJIEKTPOHHOW mouThl, (HoTo-
rpadusi, BO3pacT H Ip.

[lepcoHnanbHbIe JaHHBIE HE CTOUT MyTaTh C JIUYHBIMU JaHHBIMU. JIMUHbBIE JTaHHbBIE —
ATO BOOOIIE COBOKYITHOCTh BCEX JaHHBIX O mojb3oBarene B Cetu. Hampumep, naHHbie o
reO0JIOKaIlMK, CTATUCTUKA M0 HamOoJiee MocelaeMbiM HHTEPHET-CTpanuiiaM, Gororpaduu
U T.1.

KoMy Hy’KHBI Ballli ePCOHAIbHbIE JaHHbIe?

80% mpecTyIMHUKOB O€pyT UH(POPMAIIUIO B COIICETSIX.

Jlnunas nHGOpMAIIHS UCTIONB3YETCS JISl KpaXk mapoJiei.

Jlmuras wHOpMAITUS HCIIONB3YETCS JUIsl COBEPIICHUS TaKWX TMPECTYIUICHUH, Kak
IIAHTaX, BEIMOTaTEIbCTBO, OCKOPOJICHHE, KJIEBETA, KUHEIIIUHT, XUIIICHHUE.

OmnepaTopsl U WHBIE JIWIA, MOJTYYUBIINE JOCTYI K MEPCOHATBHBIM JTaHHBIM, 00s-
3aHBI HE PACKPBIBATh TPETHUM JIUIIAM M HE PacHpOCTPAHAThH MEPCOHAIBHBIC NaHHBIE 0e3
corJyiacusi CyObeKTa MEPCOHANIBHBIX JIAHHBIX, €CJIM UHOE HE MPEAYCMOTPEHO (efepaibHbIM
3aKOHOM.

CyObeKT mepCcOHANIbHBIX JAHHBIX MPUHUMAET PEIICHHE O TMPEJOCTABICHUH €0
MEPCOHANILHBIX JAHHBIX U JIa€T Corjacue Ha X o0paboTKy CBOOOJHO, CBOECH BOJICH U B
CBOEM MHTEpECE.

O06paboTKa MEePCOHANBHBIX JAHHBIX JOIMYCKACTCS B CIEIYIONIUX CIydasX:

1) oO6paboTka NEPCOHAIBHBIX JdAaHHBIX OCYIIECTBISICTCS C COTJIachs CyOBeKTa
MEPCOHAJIBHBIX JJAHHBIX HAa 00Pa0O0TKY €ro MepCcoOHAIbHBIX IAHHBIX;

2) 00paboTka TEpCOHAIBHBIX JaHHBIX HEOOXOaUMa IS JOCTHDKCHHUS IIeJCH,
MPETyCMOTPEHHBIX MEKIYHAPOIHBIM JOTOBOpOM Poccuiickoil denepanuiy Wil 3aKOHOM,
JUISL OCYIIECTBJICHHMSI U BBITIOJHEHHUS BO3JIOKEHHBIX 3aKOHOJATEIbCTBOM Poccuiickoi
®denepanuu Ha oneparopa PyHKIUHI, MOJTHOMOUYUN U 00SI3aHHOCTEM;

5) o0OpaboTKa MEPCOHANBHBIX JAHHBIX HEOOXOaMMa ISl MCIOJHEHUs JO0TOBOpa,
CTOPOHOM KOTOPOTO JIMOO BBITOJONPHOOpETATENIEM WM TOPYUYUTEIEM [0 KOTOPOMY
SABJISIETCS CYOBEKT TMEpPCOHAIBHBIX JAaHHBIX, a TaKXKe [JIs 3aKJIIOYEHHUs JI0roBopa Mo
WHUIIATUBE CYOBEKTa MEPCOHAIBHBIX JAHHBIX WJIU JOTOBOpPA, MO KOTOPOMY CYOBEKT
MIEPCOHANIBHBIX TAHHBIX OYyJIE€T SBIATHCS BBITOJONIPUOOPETATENIEM U TIOPYIHUTEIIEM;



6) 00paboTKa MEePCOHAIBHBIX JAHHBIX HEOOXOMUMA JJIsl 3AIIUTHI KU3HH, 370POBBS
WIA WHBIX JKU3HEHHO BaKHBIX MHTEPECOB CyOBEKTa MEPCOHATBHBIX TAaHHBIX, €CIIH TO-
Jy4eHHUE COTJIacHUs CyOhEKTa MePCOHATBHBIX TaHHBIX HEBO3MOXKHO;

7) oOpaboTka TEepPCOHANBHBIX JAHHBIX HEOOXOAWMA JIs OCYIIECTBICHHS IpaB U
3aKOHHBIX WHTEPECOB OlepaTopa WM TPEThUX JIHI] JUOO AJIs JOCTHKCHHS OOIIECTBEHHO
3HAaYUMBIX IIeJIeH MpH YCIOBHM, YTO TPU ITOM HE HAPYMIAIOTCS TpaBa U CBOOOIBI
CyOBEKTa MePCOHATBHBIX JTaHHBIX;

11) ocymecTtBisiercss 00pabOTKa NEPCOHATIBHBIX JAHHBIX, MOIJIEKAIIMX OMyOsu-
KOBaHUIO WJIH 00513aTEIbHOMY PACKPBITHIO B COOTBETCTBHUH C (DeIepaTbHBIM 3aKOHOM.

Kak 3aiuTuTh CBOM NEPCOHAJIbHBIE TaHHbIE?

B a0coyifoTHOM OOJIBIIMHCTBE CIIy4aeB Mbl CAMH YKa3bIBAEM CBOU NEPCOHAJIBHBIE
JaHHbIE TP PETUCTpAllMM Ha caiTaX, O(OPMIICHUM 3aKa30B B HHTEpHET-MarasuHax,
3allOJIHEHUU TPOQMIsl B COLMAIBHBIX CETAX WM JIaXKe IMPU COCTABJIECHUU MOUCKOBOTO
3amnpoca.

OOpaTtuTe BHUMaHUE, IPOAOJIKAs PETUCTPALIUIO HA JTIOOOM CalTe, Bbl COTIAIIACTECh
C IIOJIb30BAaTEIbCKAM COIJIAIIEHUEM, CTaBsl «TAJIOYKY» IIPpU 3alOJIHEHHH €ro IOJIEH.
OOBIYHO 3TOr0 JOCTATOYHO, YTOOBI pa3pelliuTh BIAJENbliaM cailTa UCHOJIb30BaTh BBE-
JICHHbIE BaMU JIaHHBIE ITPU pabOTE C €r0 CepBUCAMH.

Takum 00pa3om, OJIB3YyACh CAUTOM WM YCIYroil, Bbl COrJallaeTech Ha Nepenavyy u
XpaHEHHE BalllMX JAHHBIX, OyJb TO JaTa POXKIEHHUSA, HOMEp MOOMIJIBHOTO TesnedoHa,
NepenucKka 1 Jro0ble ApPyTrue TaHHbIE JUYHOIO XapakTepa. Bzamen ux o0s3yroTcst XpaHUTh
B KOH()HUIEHIMAJBLHOCTH U HA B KOEM Cilydyae He pasriamiarh TpeTbuM Junam. OJHako Ha
JIeJie 3TO He BCerJa Tak — JaJIEKO HE BCErJa CTOPOHA, OTBETCTBEHHAS 32 XPAHEHHUE BAILIUX
MEPCOHANIBHBIX JIaHHBIX, JTOOPOCOBECTHO BBINOJHSIET CBOM 0Osg3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3J0Ma 0a3 JaHHBIX, COAECPKAIIUX MEPCOHATBHYIO HHPOPMAIIHIO,
WM TIPOCTHIX OMIMOOK M YeJI0BeUeCKOM onpoMeTyuBOCTU. Hampumep, peructpupysch nin
aBTOPU3YSICh HA CAlTE Yepe3 COLMAIBHYIO CETh, Bbl pa3pellacTe CaTy NOJy4YHTh Ballld
JIMYHbIE JTaHHBIE, U TOYHO HEU3BECTHO, KaK OH OyJIeT MMH MOJb30BAThCA. TOUHO TaK K€
ar000W Balll 3BOHOK B Mara3uH WIHM CajJOH aBTOMAaTMYeCKW BHOCHUT Ball HOMEp B 0azy
I10JIb30BATENIEN ITOW KOMITAHUH.

C.]IeIlOBaHl’Ie HECKOJBKHM IIPOCTBIM COBE€TaAaM BO MHOI'OM COKPAaTHUT YIpo3y
HE3AKOHHOI'0 MCITOJIB30BAaHUA BAIIUX NMEPCOHAJIBHBIX JaHHBIX:

OrpanuubTe 00BeM HHpOpManuu o cebe, Haxomsmelcs B MHtepuere. Ynamute
mumHue pororpaduu, BUACo, aapeca, Homepa TeiaedOoHOB, AaTy POXKIACHUS, CBEIACHUS O
POJIHBIX U OJM3KHUX U MHYIO JINYHYIO WH(OPMAITHIO.

He otnpasingiite Buzneo u ¢potorpaguu JoasiM, ¢ KOTOPbIMUA Bbl TO3HAKOMMJIUCH B
HNuTepHeTe U He 3HaeTe UX B pEajJIbHOU )KU3HU.

OtnpaBisisi KOMy-JIMOO CBOM TEPCOHANbHBIE AaHHBbIE WM KOH(PHUIACHIHMAIbHYIO
uHpopmanuio, yoenurech B TOM, UTO aipecaT — IeUCTBUTENIBHO TOT, 32 KOTO ce0s BbIJAET.

[Ipu HeoOxoaumocTH pa3MmenieHus oO0bsiBiIeHUs B HMHTepHETe BOCHOJIb3YWTECHh
BPEMEHHOW CUM-KapTOM M BBIAYMaHHbIM HMEHEM. MOXHO TAakKe BOCIIOJIb30BaThCS
yciyroit «BTopoit HoMep», KOTOPYIO MPEAOCTaBISIOT HEKOTOPBIC OMepaTOPhl MOOMIEHOMN
CBSI3U. JTa yciyra Mo3BOJSeT NOIKIIOUUTh B «JIMUHOM KaOMHETE» BTOPOH HOMEP TOJIBKO
Ha npueM 3B0HKOB U CMC. 3BOHUTBH C HETO HE MOTYYUTCS.



Hcnonp3ylTe TOIBKO CIOKHBIE NAPOJIM, PA3HBIE UL Pa3HBIX YYETHBIX 3aIlUCEU U
cepBucoB. llosp30BaTenn, KOTOpBIE HCHONB3YKOT OJAMH M TOT K€ IApoJib Uil BCEX
CEPBUCOB, ITPU KOMIIPOMETALIMU XOTsI ObI OJTHOTO U3 CEPBUCOB MOTYT HOTEPSITh AOCTYII KO
BCEM CBOMM YYETHBIM 3amucsaM. [IOBTOpHOE HCIOJIB30BaHME IAPOJIEW KAaTErOpUYECKH
3aMpeIIeHO.

PerynsipHo MEHSAITE apoy, )KEIaTeIbHO HE PEKE pa3a B MECHLL.

[To BO3MOXKHOCTH HCIOJIB3YHTE ABYX(AKTOPHYIO aBTOPHU3ALMI0 — 3TO METOJ
UIEHTU(UKALIMKY 0Jb30BATEN B KAaKOM-IH00 cepBHUce (Kak MpaBuiio, B MIHTepHeTe) npu
MOMOIIH 3allpoca ayTeHTHU(PUKAITMOHHBIX TaHHBIX JBYX PA3HBIX TUIIOB, YTO 00ECTIEYUBACT
IBYXCIIOMHYIO, @  3Ha4uT, Oosee  dDPGPEKTHUBHYIO  3alIUTy  aKKayHTa  OT
HECAaHKIIMOHUPOBAHHOTO MPOHUKHOBEHUsA. Ha mpakThke 3TO OOBIYHO BBITTSAUT TakK:
NEepBBIA pyOeX — ATO JOTHH M Mapoiib, BTOPOM — CHEIUAIBHBIN KOJ, MPUXOIALINN 110
CMC unu 31€KTPOHHOM IOYTE.

3aBenure cebe aBa ajapeca 3JIEKTPOHHOM MOYTHl — YacTHBIM, AJIA TNEPEHUCKU
(mpuBaTHBIA ¥ MaJOU3BECTHBIN, KOTOPBINA Bbl HUKOT/IA HE MyOJIMKyeTe B OOIEA0CTYIHBIX
HCTOYHUKAX) U IMYyOJUYHBIH — Ui OTKPBITOM aedarenbHocTH ((OpymMOB, 4aTOB U Tak
nanee).

Yro gesiaTh, €CJId Bbl CTAJM KePTBOIl HAPYLIEHHUS] B 00JIaCTH NEPCOHAJIbHBIX
NAHHBIX?

B mepByto ouepenab BaM HEOOXOOUMO OOpPATUTHCS B YIHOJHOMOYEHHBIM OpPraH B
chepe NEepCOHANBHBIX NAaHHBIX — POCKOMHAA30p, a TOYHEE, €ro TEePPUTOPHUAIBHOE
VYmpasiieHue.

B nensx oOOBEKTHMBHOTO W MOJHOTO PACCMOTPEHHS BaM HEOOXOIUMO YKa3aTh
CIEAYIONYI0 HH(POpMAITHUIO:

1) mepeyeHb NEPCOHANBHBIX JAHHBIX, HEMPABOMEPHO 00padaThIBAEMBIX Ha caiTax B
cetu MHTEpHET;

2) cBeOEHUs O JIOKYMEHTE, YJIOCTOBEPSIOIIEM Ballly JUYHOCTh (KOMHUHU CTPAHMIL
MacropTa), i IMOATBEPKICHUS NPUHAMJICKHOCTH IEPCOHAIBHBIX JaHHBIX, HEMpPaBo-
MEpHO pa3MEIEHHbIX Ha cailTax B ceTu MHTEpHET, K BaM Kak K CyObEeKTy EPCOHATbLHBIX
JTAHHBIX;

3) TOUHBIE U JOCTYIIHBIE aJipeca CTPAHUI] CAUTOB (yKa3aTelW CTpaHUIl CAalTOB B
cetu Uurepuer — URL), comepxkaime HE3akoHHO oOpabaThiBaeMbie (pa3MENIEHHBIC)
MEPCOHAJIbHBIE JIaHHBIE, MO3BOJSIOIINE OCYUIECTBUTh NPOCMOTP JaHHBIX CTpPAHULL
VYrpaBieHueMm, a Takke CHUMKHA SKpaHa C JaHHbIMM CTPaHULAMHU, COJAEpXkalive B cede
noiHel agpec crpanuibl cadita (URL) u gatel myOamMkanuv TMOCTOB/COOOIICHUH,
COJIEpIKaIllUX HE3aKOHHO oOpabaThiBaembie (pa3MelIEHHBbIE) MEPCOHANIbHBIC JaHHBIE Ha
TEKYIIM MOMEHT BpEeMEHM (7aTa) U JpPyTHe CBEACHUS, MOJATBEPKIAIOIINE HAPYIICHUS
TpeOOBaHMI 3aKOHOAATENLCTBA B 00JIACTH NEPCOHANIBHBIX JIAHHBIX (BHI€03AMKUCh YKpaHa C
JEUCTBUSAMH, TTO3BOJISIOMUMHE 3a()UKCUPOBATH HAPYIICHHUS | T.11.);

4) cBeneHus, YIIOJTHOMOYHMBAIOIINE BAC MPEACTABIAThH MHTEPECHl (DU3UICCKUX JTUIT
(koMU JOBEPEHHOCTEH), MEpCOHAIbHBIC JaHHBIC KOTOPBIX pa3MeIIeHbl Ha calTax (B
Cilydae HapyIIeHHUs X MPaB Kak CyOhEKTOB MEPCOHAIBHBIX IAHHBIX ).

JlonmoTHUTEIBHO ciIeyeT NPeACTABUTD (IPH HAJIUYHH):



- CBEJEHUS, MOATBEPKAaomue (akT HAMPABICHUS BaMU B aJpec aJMHUHHUCTPAINH
caiiTa (nanee — oneparop) TpeOoBaHMS 00 YHHUTOKEHHUH BalllUX MEPCOHATBHBIX JAHHBIX C
yKa3aHHEM Ha WX HE3aKOHHOE IMojydeHue (0e3 coryacus) onepaTopoM WUIIM ¢ YKa3aHHEM
TOr0, YTO OHH HE SBJSIOTCA HEOOXOJMMBIMH JUIS 3asABJICHHOW 1€ OOpabOTKH
(mpeacTaBisieTcs MPU BO3MOKHOCTH HaIIPaBJICHUS YKa3aHHOTO TPEOOBaHUA);

- OTBET orepaTopa Ha Balle TpeOoBaHHE 00 YHHUYTOXKCHHHU BaIlUX MEPCOHATBHBIX
JAHHBIX (PU HAJIUYWN).

Oobpawaem éHumanue Ha Mo, YMO 6Ce UMEIOUWUECA CEEOCHUA O00JIHCHbBL OblMb
npeocmaenensl 6 aopec Ynpagienus eOunospemenno!

B cnydae ecnu mo pesynbTaTaMm MpoBepkH YrpaiieHHe PockomMHana30pa BBISIBUIO
HapyIIeHne, BBIIACTCS Mpeanucanie o0 ero yCTpaHCHHH.

Ecmn VYnpasnenne PockomHam3opa He yBUAEIO HapyIIeHWs, BBl MOXeTe oOpa-
TUTHCS B LICHTPAJIbHBIN anmapat IaHHOTO BEJOMCTBA.

[ToMumo 3TOrO, BCE CYOBEKTHI NMEPCOHAIBHBIX JIAHHBIX MMEIOT IIPAaBO Ha 3allUTy
CBOMX TIpaB M 3aKOHHBIX HMHTEPECOB, B TOM YHCIIC HAa BO3MEIICHUE YOBITKOB M (WJIH)
KOMIICHCAIIUIO MOPAJIBHOTO Bpeia B CyACOHOM TOPSIJIKE.

OTBETCTBEHHOCTh 3a HAPYIICHHE 3aKOHOJATEJIbCTBA O TNEPCOHAJIBHBIX JAHHBIX
npeaycmarpuBaercss B cooTBercTBUU co cT. 13.11 Komekca o0 aaMuUHUCTpaTHBHBIX
rpaBoHapyueHusx PO.



MOLWWEHHUYECTBO B CETU
MHTEPHET

Kak neiicTByIOT MOLIIEHHUKH

MOILIEHHUKY OY€HB XOPOUIO 3HAIOT IICUXOJIOTHIO JIFOAEH U YMEJO MCIOJIb3YIOT BCIO
JOCTYIIHYIO WH(OpMaIMio, BKIOYas Ty, KOTOPYIO >XE€pTBa MOIICHHUYECTBA HEBOJIHHO
BBIIAET TipHu oOmeHnu. B opranuzanuu TeneoHHBIX MaxWHAIUN Y4aCTBYIOT HECKOJIBKO
npecTynHUKOB. OUeHb YaCTO B TaKWE TPYIIbI BXOMST 3JIOYMBIIUICHHUKH, OTOBIBAIOIINE
CPOK B UCIIPABUTEIIbHO-TPYIOBBIX YUPEKICHUSIX.

MonmeHHUKH HCIMOJIB3YHT CJIEAYIOIUE MOTUBLI:

: 0€CIOKOMCTBO 3a OJIM3KUX U 3HAKOMBIX;

= 0ecrnoKOMCTBO 3a cBOM Tene(OHHBIM HOMEp, CUET B OaHKE UM OAHKOBCKYIO KapTy;

. KeJIaHWe BBIUTPATh KPYITHBIN TIP3,

. JO0OMBITCTBO — JKEJIAHUE TIOMYUYUTh JOCTYI K KaKOH-1100 uHpopMaIny;

. KEJIaHWe TOMOYb OOJBHBIM JETSIM WM JIOJSM, MOCTPAAaBIIUM OT CTHXUHHBIX
OeCTBUIA.

COI_II/IaJIBHBIe CCTHU ABJJIAIOTCA KIaAC3€EM I/IH(l)OpMaI_[I/II/I JJIA MOIIICHHUKOB. Pa3Mema$[
JaHHBIC O cebe Ha CBOMX CTpaHN4Kax, Mbl HEC 3aJyMbIBACMCs O TOM, KTO MOXKCT I3THM
BOCIIOJIB30BAaTbCA. MG)KI[y TEM HMMCHHO 6J1ar0)1ap51 HaM CaMHM MOIIICHHHKAM OOBIYHO HE



COCTaBJISIET TPy/Aa y3HATh HH(OPMAIUIO O POJICTBEHHUKAX, KOHTAKTaX, YBICUECHUIX CBOEH
MOTEHIIMABHOW XEPTBbl M MPU BHIMAHMBAHWHU JICHEr BHYIIUTH JOBEpPUE 3HAHUEM €€
JINYHOM KU3HU.

3.2. Buabl unTepHeT-MomeHHn4ecTBa. Kak 3amururs ceds?

HaubGonee pacnpocTpaHeHHBIMH BHUJAMU MOIICHHUYECTBA HA JaHHBIA MOMEHT
SBJISIFOTCSL:

TenedpoHHOE MOLLIECHHUYECTBO

CymiecTByrOT Hanbosee pacipoCTpaHEHHBIE CXEMBI TEIC(POHHOTO MOIIICHHUYECTRA.
BapuaHTOB TOTO, KaKk NpEnCTaBiIT BaM WX MOIICHHUKH, OY€Hb MHOTO, HO CYTh HE
MEHSETCS.

Ooman no Ttenedony. C Bac Moryr mnorpeOoBaTh BBIKYI WM B3ATKY 3a OC-
BOOOXKIEHUE SIKOOBI U3 oTaeneHus noiuuuu win ¢ mecra JITII Bamiero poacTBeHHUKA.
UTo nenath: B 3TOM CiIy4yae IVIaBHOE HE NMAHUKOBAaTh, IO3BOHUTh CAMOMY POJICTBEHHUKY,
€CJIM HE OTBEYAET, TO NONBITATHCS HAWTH €ro Yepe3 APy3€el U 3HAKOMBIX.

CMC-npocbb6a o nmomomu. TpeGoBaHue mepeBecTH OMNPENCIEHHYI0 CyMMYy Ha
yKa3aHHBI HOMEP € UCHOJIb30BAaHUEM OOpALICHUS «MaMay, «Ipyr», «CbIHOK» U T.II. YUTo
JenaTh: HE CIEIIUTE MEpPeBOAUTHh JEHBbIH, YOEAUTECh, YTO B HHUX JACHCTBUTEIBHO
HY’KJIaeTCs Balll POJICTBEHHUK WM 3HAKOMBIH.

Tenedonubiii HoMep-rpaduTeab. [lnaTHeIl HOMEP, 32 3BOHOK HAa KOTOPBIA CO
cu€Ta CIUCBHIBAETCS JICHEKHasg cymma. UTo JenaTh: HE NEpe3BaHMBANTE Ha HE3HAKOMbIC
unu npeayoxennsie B CMC-coo0l1eHusix HoMepa tefe(oHoB.

Beiurpsimn B J10TEpee, KOTOPYH $IKOObI NPOBOAUT PAAUOCTAHUMA WJIH
omeparTop cBsi3W. Bac MOryT monpocUTh OIUIATUTH IMOLUIMHY, HAJIOT U T.I., IEPEBECTU
CYMMY Ha OIpenenaEHHbIN CUET, COOOIUTh NMpUIIeaIHi Ha TenedoH koa. YTo nenaTh: HE
CHEIINTE MEepPEeBOAUTh JACHBIM WIM COOOIIATh Kakue-ITMOO JaHHblE IO TeJIe(oHY.
[lo3BoHUTE 1O OQUIMAIbHBIM HOMEpaM (yKa3aHHbIM B CIpPAaBOYHHMKAX, Ha calTax)
KOMIIAaHUM — OpraHuM3atropa JOTEepeH WM KOHKypca, yOeauTech B TOM, YTO Bac HE
00OMaHBIBAIOT.

IITpajgHble cAaHKUMU M Yrpo3a OTKJ/IOYEHUS] HOMepa SKOObI 3a HapylIeHHUE
JIOTOBOpA C ONEpaTopoM Baliei MOOMIBHOUM CBsi3U. UTO JeiaTh: MO3BOHUTE CaMU CBOEMY
orneparopy no opUIHATILHOMY HOMEPY, YTOUHUTE HH()OPMALHIO.

Omubounblii mepeBoa cpeacTB. Bac mompocsaT mnepeBecTd SKOObI OMIMOOYHO
IIEpEBENEHHBIE CPEACTBA, a 3aTE€M JIONMOJHUTEIBHO CHUMYT J€HbIH. YTO paenars:
UTHOPUPYHTE TTOJ00HBIE COOOIICHUS WK (€CIU ATO TeJIe(POHHBIN Pa3roBOp) MOCOBETYHUTE
JUTsl BO3BpaTa OLIMOOYHO MEepeBEeIEHHON CyMMBbI 00OPaTUTHCS K ONEPaTOPy CBSI3H.

MoueHHn4eCcTBO ¢ 0aHKOBCKMMH KapTaM#

Hawu6oJ1ee nonmyasipabie cioco0bl MOIIEHHMYECTBA ¢ 0AHKOBCKUMHU KapTaMu:

CMC-coobuienne o OJIOKUPOBKE OAHKOBCKOW KapThl, O HECAHKIMOHUPOBAHHOM
JIBWKEHUU JECHEXKHBIX cpeactB, cMeHe [IMH-kona, okoHUaHuM Cpoka AEWCTBUS KAPThl U
T.J. C TpeOOBaHUEM MEPEUTH 1O CCHUIKE WIIM MEPE3BOHUTH 10 YKa3aHHOMY Teie(oHy.

TenedoHHbIE 3BOHOK «pabOTHHKAa OaHKa», MOTEHIIMAIBHOTO «IOKYyMaTels» C
MpEeUIOKEHUEM MPOUTH K OimxkaiiieMy OaHKOMATy M COBEPIIUTh MaHUIYJSIIIUUA C
0aHKOBCKOM KapTOi BO U30€kKaHWE KaKUX-TUOO MOCIIECTBUI, BHECCHHS aBaHCa U T.1I.



JIisi COXpAHHOCTH BAalMX CPeICTB CO0JII0/IaliTe OCHOBHBbIE MpaBUWJa 0e30mac-
HOCTH:

Huxomy He coobOmaiite cBoit IIMH-kox, naxke paborHukam Oanka. He BBoauTe
[MNH-xox mpu pabote B cetn UHTEpHET, OH MOKET NOTPeOOBATHCS TOJIBKO MOIICHHHUKAM.

CMC-coo0mieHnuss 1o MPOBOAMMBIM OIEpalusiM M0 OaHKOBCKMM KapTaMm pac-
CBUIAIOTCS ¢ OMpeneNnEHHbIX KOpoTKkux HoMepoB (Coepbank — 900). [{ns cBsi3u ¢ GaHKOM
HEO0OXO0IMMO HCTOJIb30BaTh OPHIHaTIbHbIE HOMepa KOHTakTHOTO IIeHTpa, yKa3aHHbIE Ha
6ankoBckoii kapte. Ecan B8 CMC-coo01ennu o 6JI0KUPOBKE KapThl, IBHXKEHUU ICHEKHBIX
CPEICTB YyKa3aH JpYyrod HOMEp, IO KOTOPOMY NPENJaraeTcss MNO3BOHUTh, TO 3TO
MOIIEHHUKH.

B cinydae BO3HUKHOBEHHs NpoOieM y OaHKoMara, HE MPUHUMANWTE TOMOIIb
OCTOPOHHMX, MO3BOHUTE B KOHTakTHBIM 1eHTp OaHka Mo TenedoHy, yKazaHHOMY Ha
OaHKOMaTe.

Ecnu x Bam oOparunuce no tenedony, B MIHTepHeTe, yepe3 colMaIbHbIE CETH WU
JIPYTUMU CIIOCOOAMU U TOJ] Pa3IMYHBIMU MPEJIOTAMHU MBITAIOTCS Y3HATDH JIaHHBIE O BaIlleH
0aHKOBCKOM KapTe (HOMEp KapThl, TPEX3HAYHBINA KOJ] HA OOOPOTHOM CTOPOHE KapThl), KO/,
NpUIIEAIINNA Ha Balll MOOWIBHBIM TeneQoH, Mapoaud WM JAPYTyI0 NEPCOHATBHYIO
uH(popmanuio, 0y1bT€ OCTOPOKHBI, 3TO MOIIIEHHUKH.

[Ipu tenepoHHOM OOLIEHMM HE COBEpIIAiTE HUKAKUX ACHCTBUN y OaHKOMara Io
MHCTPYKIUU «PabOOTHUKOB OaHKa», €CIU TOJBKO JTaHHBIA 3BOHOK HE ObLJI MHUIMUPOBAH
JUYHO BAMH.

He nepexoaute no ccpiikam B CMC-coo01IieHusX.

[Ipu mnonyuenun CMC-cooOleHH O CHSITHH JEHEXHBIX CpPEJICTB C BaIlel
0aHKOBCKOW KapThl HEMEIJIEHHO o0OpaliaiTech B 0aHK, OJOKUPYUTE KapTy.

MouneHHHY€eCTBO B COUAIBbHBIX CETAX

MONIEHHNKN aKTUBHO IOJIB3YIOTCSI COLUMAJIBHBIMUA CETSIMU WU PA3JIMYHBIMA CEPBU-
camu oOLIEHUs1, HaIpUMep, CalTaMu 3HAKOMCTB.

HonyasipHbIe C1IOCOOBI MOILICHHUYECTBA:

PacnpocTpaHeHHe CcCHLIOK HA BPEIOHOCHOE MPOrpaMMHOe obecrneyeHmue,
nopHorpaguyecKue caiTbl, MOLICHHUYECKHE PecypPChbl M npuiioxkenus. [lonb3oBarenn
COLIMAJIbHBIX CETEeH YacTO CTAJKWBAIOTCI CO CIIAMOM, KOTOPBIH NPHUXOIUT K HUM B
«JTMYHBIE COOOIIEHUS» OT HMMEHH <«JIpy3ei» WM HE3HAKOMBIX IMOJIb30BaTele. ITO
O3HAauaeT, YTO AaKKayHTbl 3TUX JIoAed B3nomaHbl. Kax npasuno, ccuviiku 6 makux
COOOWEHUSAX CONPOBONCOAIOMCS 3A6NIeKAIOWUM MEKCMOoM, Hanpumep: «Buodena meou
gdomo, s maxozo He odxcuoana, nocmompu cam!l.», «B smoii b6aze OaHHbIX ecmb 6Cs
ungopmayus Ha 11006020 yenosexka» u m.n. UTo nenaTh. Huxkoz0a He nepexooume no
nO003PUMENIbHLIM CCHLIKAM. [N 00Cmyna 6 COYuaIbHy0 cemb UCNONb3YUMe YHUKAbHbIU
naponb: OH O0AdNCeH Oblmb OJIUHHBLIM, COCMOAMb U3 Yudp u aamuxHckux oOyke. Jlywuie
UCNOIb306aMb pa3zHble NApoau OJisl PA3HLIX COYUANbHBIX cemell U Opyeux WHTEPHET-
cepBUcoB. He noodasaiimecv na

npU3bl8 KO20-MO U3 «AOMUHUCMPAYUU CAUMAY COOOUUMb 8alU TOSUH U NAPOIb HOO
Kakum-1ubo npeonocom. PeeyniapHo MEHANWTE NMapoib OT COLUMANBHON ceTh (XOTs OBl pa3 B
MECSIIT); OCTEperaiTech MOIICHHUYECKUX CAUTOB C MOXO0KUMH 110 HAMMCAHUIO Ha3BaHUSIMHU
(vkontahte.ru, vkOntalkte.ru u T.1.). OTH «pUIIMHTOBBIE» CTPAHHUIIBI PACCUUTAHBI HA



HEBHMMATEJIBHOCTh U Ha TO, YTO BBl CaMM NPEJOCTABUTE MOILIEHHUKAaM CBOW JIOTUH H
napoJib.

] 3nakomble He3HAKOMIbI. B colManbHBIX CETAX M Ha cailTaXx 3HAKOMCTB MO-
IMIEHHUKW CO3JAI0T CTPAHMIIBI, TJI€ YKa3bIBAIOTCS JaHHbIE M pa3MmeniatoTcs ¢otorpaduu
BBIMBIIUIEHHBIX JIIoAEH. C TOMONIIBIO 3THUX CTPaHUL OHU 3HAKOMSATCS C JPYTUMH
noyb3oBaressiMu  cainta. Co BPEMEHEM MOIICHHUKH BXOASAT B JOBEpHUE, MPENIararoT
nepeitu cobecemHUKY Ha OoJiee «ONM3KOe» OOIEHWE M OCTABISIIOT CBOW HOMEpP
tenedona. CaMbiM 0€300HMIHBIM TOCIEICTBHEM TAaKOro OOIIeHUs OyJeT TO, YTO HOMEp
OKa)KETCS TUIATHBIM U C Ballero CYETA CIUIIYTCS I€HBIU.

) IIpocbObI 0 puHAHCOBOI OMOIIH, 0JIATOTBOPUTEIbHbIE AKIUHU. MOIIICHHUKHU
4acTO HCIOJIB3YIOT TakKWe IOBOJBI, MO3TOMY, HPEXIE YeM MEPEBECTH JEHbIU IS
moMoIy, yOeauTech, 4TO Bac He oOmaHbBaioT. OOpaTthTe BHUMAaHHWE Ha HAIUYHC
HECKOJIbKUX KOHTaKTOB (TelIe(OHBI, DJIEKTPOHHAs IOYTa, CTPAHUYKA B COLIMAIBHBIX
CETSX), HaJTM4KE MOATBEPHKIAIOIINX JOKYMEHTOB.

MounieHHM4YeCTBO HAa calTax 0eCIIaTHBIX 00bSIBJICHU I

Pa3menias oObsiBNIEHUS, WIM TOKYyIas 4YTO-TMOO Ha calTax OeCIUIaTHBIX OObBSB-
JeHui (Hampumep, « ABUTO»), OyAbTE€ BHUMATEIbHBI U OCTOPOKHBI, TAK KaK MOILICHHUKH
OYEHb YacTO MCHOJB3YIOT MX Juisi oOMaHa. IlponmaBas 4TO-TO, BBI KE€JIAETE MOJIYYUTH
npuObLIb, HO, CTOJIKHYBIINCH C MOLIEHHUKAMU, MOXKETE MOTEPATH BCE CBOU COCPEKECHHUS.

Kak Bac moryr o00MaHyThb:

Omiara wiam mnpeaomiaara 3a Bam ToBap. OyeHb YacTO 3aMHTEPECOBAHHBIC
MOKyNaTeNd MpeAsiaraloT IPOU3BECTH OIUIaTy (€CaM CyMMa HE3HAuWuTeNbHas) WIA
MpeaoIIaTy 3a Ball TOBAap, HO CAENATh 3TO MOTYT MO KaKUM-JIMOO MPUYMHAM TOJIBKO Ha
O0aHKOBCKYIO KapTy (HaxoAsTcs B APYroM TOpOJ€, HET HAJIMYHBIX JIEHET, JEHbI'M Ha
pPacy€THOM CYETY M T.II.), HO MPHU 3TOM TPEOYIOT COOOLIUTh HE TOJIHKO HOMEp KapThl U
®UO (6osblie 11t IEpEeBOIa HUYETo He TpeOyeTcsi), HO U Apyrue nanuble. [lomHuUTE, 4TO
€CJIM Bac MPOCAT COOOIIUTH MPUIIEAIHN Ha TenedoH KOoA, MPOWTH K OaHKOMAaTy u
COBEPIIIUTh KaKWe-TO JIEHCTBUSI, BCTABUB Ballly KapTy (Y4TOOBI, HApUMEp, MOATBEPIUTH
MPOXOXKJICHUE TJIaTeXa), COOOIIMTh CPOK JEUCTBUS KapThl U TPEX3HAYHBIA KON Ha
000pOTHON CTOpPOHE, TO OTO MOIICHHUKU. [IpekpaiaiiTe KOHTAaKThl C TaKUMHU
«MOKyHaTeNsIMU» U, €CJIU YCHeNId COOOIIUTh KaKue-TO JaHHbIe, HEMEIJICHHO OJIOKUpYHTE
0AaHKOBCKYIO KapTy, I03BOHUB N0 YKa3aHHOMY Ha Hel HoMepy TenedoHa.

IIpenonsiata 3a nmokynaemblii ToBap. [lokynas uto-nmubo, OynbTe OCTOPOXKHBI,
€CIM Bac MpOCAT MPOM3BECTU MpeaomiaTty. BroiaHe BO3MOXHO, 4YTO TMOJY4YUB €€,
«MpoAaBel MepecTaHeT OTBEYATh Ha BAIllM 3BOHKH.

CMC-coobuenns co cecblikoid. Ha HoMep, KOTOpbIil BBl yKa3zanu Mpu myOJuKauu
OOBSBIICHUS O TMPOJAXE WM >KEJIaHWW YTO-TM00 KymnuTh, MOxkeT mpuitu CMC-
COOOIIIEHHE C MPEIJIOKEHHEM ToBapa, OOMEHAa W CChUIKOM Ha 3TOT ToBap. Eciu B
nepenére Mo CChUIKE, TO 3arpy3uTe Ha CBOM TeleOoH BPEAOHOCHOE MPOrPAMMHOE
o0ecrniedyeHre, KOTOPOe MO3BOJIUT MOIIEHHUKAM IMOJIYYUTh JOCTYN K BallMM OaHKOBCKHM
KapTam.

ByabTe 0cTOPOXKHBI, €cJIM BaM Npeiaraior:

u Ha3BaTh HOMEp OAHKOBCKOW KapThl, TPEX3HAUHBIA KOJ HAa OOOPOTHOM CTOpPOHE
kaptel, [IMH-kox;



. IPOM3BECTH MAaHUMYJISIUN ¢ OAaHKOBCKOM KapToil y OaHKoMarta;

= COOOIIUTH MPUILICIINN Ha TeJIe(OH KO,

. NEePEeBECTU CYyMMY JIEHET (aBaHC, 3aJ10T, MOIUIMHA, HAJIOT, OIIMO0YHO MepeBeIEHHBIN
TJIaTeX U T.1);

u nepeiitu no cceuike B aTepuere, B CMC- i MMC-coobmiennn Ha cMapTdone;

. MO3BOHUTH 10 YKkazaHHOMY B CMC-coobuiennn HoMepy TeiedoHa;

. OTMIPABUTH Balll HOMEp TeleoHa;

. otnpasuth CMC-coo01ienre Ha KOPOTKHI HOMED;

TARRATL TTANNTTIA AT RATITAY TTUAULOLIY CTNAOUAUATY R COATTAATTLOLIY O~oATAY

OCHOBHDbIE NMPABMUIJIA
BE3ONACHOCTU B CETU MHTEPHET

1. CoBeTbl 10 6e30NACHOCTH PadoTe B 001IETOCTYMHBIX ceTsix Wi-fi:

. He mepenaBaiite cBOIO JIMYHYIO WHpOpMaIuio depe3 obrieaoctynHbie Wi-Fi
cetu. PaGoTtas B HMX, >KelaTelIbHO HE BBOJWUTH MAPOJHU JIOCTYIA, JIOTUHBI U KaKHE-TO
HOMEDA;

. Hcnionp3yiiTe 1 OOHOBISIITE aHTUBUPYCHBIE TTPOrpaMMbl U OpaHamayep. Tem
caMbIM Brl 006e3omacute cedst OT 3aKayky BUPyCa Ha YCTPONCTBO;

. [Tpu ucnonb3oBanuu Wi-Fi otknrounte Gpynkuuto «O0umii noctyn K (aitnam

u npuHTepam». JlaHHas QYHKIUS 3aKpbhiTa IO YMOJYaHUIO, OJHAKO HEKOTOPHIE
MOJIb30BATENH AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCIIOJIb30BaHUs B paboTe WK yueoe;

. He wucnonp3yiite nyOonuunsii WI-FI nms nepemauu JUYHBIX JAaHHBIX,
HanpuMep JIJIsl BBIX0/Ia B COIIMATIBHBIE CETH WU B DJICKTPOHHYIO MOYTY;

. Ucnonp3yiite Tonbko 3amuiieHHoe coeaquuenne yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMEHHO «https://»;

= B moOumsHOM Tenedone oTkmounte ¢yHknuoo «lloakmouenne xk Wi-Fi
aBTOoMaTthueckn». He mormyckante aBTOMAaTUYECKOTO MOAKIIFOYEHHS] YCTPOMCTBA K CETAM
Wi-Fi 6e3 Bamero cormacus.

2. Ocnognbvle cogemol no 0€30NACHOCHU 8 COUUATbHBIX CEMAX:



. OrpanunubTe CUCOK py3eil. Y Bac B qpy3bax He TOKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJIEH;

. 3amuiiaiTe CBOK YacTHYK KHU3Hb. He ykaspiBaliTe maposu, TeneqoHBI,
ajpeca, JaTy TBOETO POXACHUS U JPYTylH0 JUYHYIO HH(POPMALHUIO. 3J0YMBILUIEHHUKH
MOTYT HCIIOJIb30BaTh Jake MHPOpPMALMIO 0 TOM, Kak Bel u Bamm poaurenu ninanupyere
IIPOBECTH JIOCYT;

- Ecimu Bol ToBOpHTE C JNIOABMH, KOTOPHIX HE 3HAeTe, HE HCIIOJIB3YHTE CBOEC
peabHOE UMS U APYTYIO JINYHYI0 HHPOPMAIIUN: UMSI, MECTO KUTEIHCTBA, MECTO YICObI U
npoyee;

. N3beraiite pazmenienus: ¢potorpaduii B IHTepHETE, T/Ie BBI M300pakeHbl Ha
MECTHOCTH, 10 KOTOPOI MOKHO OIpEeUTh Bare MecTonoioxeHue;

- [Ipu peructparyiyi B CONMAIBHON CETH HEOOXOIUMO HCTIOIB30BATh CIIOKHBIC
MapoJH, COCTOSIINE U3 OYKB U (P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

- JIJist conManbHOM CeTH, MOYTHI U JIPYTUX CAaUTOB HEOOXOJIMMO HCIIOJIb30BATh

pazHeie maponu. Torma ecnu Bac B37mOMarT, TO 3JIO0YMBIIUIEHHUKH MOJIy4YaT JOCTYM
TOJBKO K OJIHOMY MECTY, a HE BO BCE Cpa3y.
3. OcHosnble coéembl no 0e30NACHOIL padome ¢ INEKMPOHHLIMU OCHbZAMU:

. [IpuBsbkuTe K cueTy MOOMIBHBIN TeePOoH. ITO caMblil yAOOHBIN U OBICTPBIN
CIoco0 BOCCTAHOBHUTH JOCTYII K cueTy. [IpuBs3aHHbIi TeraedoH MOMOXKET, eciau 3a0ynere
CBOW IUIATEKHBIN MapOJIb WIM 3aMJETE HA CAaUT C HE3HAKOMOI'0 yCTPOMCTBA;

. Ucnonw3yii opHopa3zoBeie maponu. llocne mnepexoma Ha  YyCUIEHHYIO
apropu3anuio Bam yxke He Oylaer yrpoxkaTb ONACHOCTb Kpa)XXu WJIM IepexBaTa
MJIATEKHOTO MapOJIs;

. Bribepute cioxHblii maponb. lIpectymHukam Oyner He MpOCTO yrajaarhb
CJIOKHBIA Mapoib. HamexkHble mapoi — 3TO MapoJik, KOTOPhIE COJAEpPKAT HE MeHee §
3HAKOB M BKJIIOYAIOT B Ce€0sl CTPOUHbIC W TPOMHUCHBIE OYKBBI, HUPPHI U HECKOJHKO
CUMBOJIOB, TaKM€ KaK 3HaK Jojuiapa, yHTa, BOCKIUIATEIbHBIM 3HaK W T.1. Hampumep,

StRONg!;;
. He BBOAMTE CBOM JIMUHBIE JAaHHBIE HA CAaUTaxX, KOTOPBIM HE JOBEPSCTE.
4. OcHognble cosemul no 6€30naAcHOll padome ¢ IJ1eKMPOHHOU ROYMOIL:
o Hano BeIOpaTh npaBUIIbHBIN TOYTOBLIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN

BBIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIIE TOBEPSATH TEM, KOT'O 3HAETE U KTO
IIEPBBIN B PEUTHUHTE;

. He ykaspiBaiiTe B TM4YHOM mourte JUUHYIO MHpopmaruio. Hanpumep, mydie
BBIOPATh «MY3bIKaJIbHbIN _(paHaT@» wim «pok2013» BmecTo «remal3y;

. Hcnonp3yiiTe ABYXAITanHyI0 AaBTOPU3ALMIO. OJTO KOrJa IMOMHUMO MapoJs
HY>KHO BBOJUTH KOJI, TpUChUIaEMbIN 110 SMS;

m BriOepute crnoxxHbIi maposs. g Kaxka0ro mouYTOBOIrO SIIUKA JOJDKEH ObITh
CBOW HAJEKHBIN, YCTOWUUBBIN K B3JIOMY [1apOJib;

= Ecmn ecTtp BO3MOXHOCTH HamMcaTb CamMOMY CBOM JIMYHBIM BOIIPOC,
HCIIOJIb3YWUTE 3TY BO3MOKHOCTB;

= Hcnonb3ylTe HECKOJIBKO ITOYTOBBIX AIMKOB. [lepBeIl 11 4YacTHOU

MEPENUCKU C apecaramu, KOTOpbIM Bbl noBepsere. DTO 3IEKTPOHHBIN ajpec HE HaJllo
MCIIOJIH30BATh MIPH PETUCTpalNK HAa (PopyMax U calTax;



. He otkpeiBaiiTe Qailnbl 1 apyrue BIOXKEHHS B MHUCbMAax AaKe €CIIM OHH
npunum ot Bammx npyseit. Jlydiie yTouHUTe Y HUX, OTIPABIISIIN JIK OHU Bam 31Tu ¢aiiisr;

. [Tocne okoH4aHust pabOTHI HAa TOYTOBOM CEPBHUCE MEPE]l 3aKPhITHEM BKJIAJAKU
C caliToM He 3a0y/bTe HaXKaTh Ha « BBIATHY.

5. OcHogHble cogembl no 00pbvoe ¢ huwiunzom (UHmMeEPHEM-NOUIEHHUYECMEA):

. Cnenure 3a cBOoMM akkayHTOM. Ecim Thl mopo3peBaeiib, yTo Bama ankera
OblIa B3JIOMaHa, TO HEOOXOJIMMO 3a0JIOKHMPOBATh €€ M COOOIIUTH aIMUHUCTpaTOpam
pecypca 00 3TOM KaK MOYXKHO CKOPEE;

" Ucnonp3yiite 6e3omacHbie BeO-CaiiThl, B TOM YHKCIIC, HHTEPHET-Mara3uHoB U
TTOUCKOBBIX CUCTEM;
. Hcnons3yiiTe cinoXHblE W pas3Hble napoiau. Takum oOpa3zom, ecnu Bac

B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOJIy4aT JOCTYM TOJIBKO K ogHOMY Bamemy npoduiio B
CEeTH, a HE KO BCEM;

. Ecnu Bac B3nomanu, To HEOOX0MMO MPEAYNPENNUTh BCEX CBOUMX 3HAKOMBIX,
KOTOphIe fo0aBieHbl y Bac B qpy3bsx, o ToM, uto Bac B3nomainu 1, BO3MOXHO, OoT Bariero
MMEHHU OyJIeT pacCchlIaThCs CIlaM U CCHUIKM Ha (PUIITMHTOBBIE CANTHI;

= YcranoBute HagexkHbIN apoib (PIN) Ha MOOWIBHBIN TenedoH;

. OTkirounTe coXpaHeHue naposst B Opaysepe;

6. Ocnosnvle cosemwvl no 3awjume uupposoin penymauuu (HecamueHas uiu
no3umuenasn ungopmayus ¢ cemu o Bac):

. [Togymaiite, npexae yeM 4To-TO MyOJMKOBaTh M nepefaBath y Bac B Onore
WJIM B COLIMAJILHOM CETH;

. B nacTpoiikax npoguisi yCTaHOBHTE OrpaHMYEHHs Ha HpocMoTp Bamero
NPOQUIISL U €r0 COAEPKUMOI0, CACIANTE €r0 TONBKO «JJIsl APY3Ei»;

. He pa3smemaiite u He ykazpiBaiiTe HHPOPMAIIUIO, KOTOPAsk MOKET KOT0-JI100
OCKOPOJISITH UM OOMXKATh.

CoburonaiiTe mpaBuia:

. HOMHI/ITC, 4YTO B BUPTYyaJIbHOM IIPOCTPAHCTBC OTBETCTBCHHOCTH HACTYIIACT I1O
pE€ajlbHbIM 3aKOHAM;
. VBaXuTeabHO U I[O6pOCOB€CTHO OTHOCHUTCCH K IPYI'YM I10JIb30BAaTCIISAAM CCTHU

HNuTtepher.



30ECb BAM NMOMOrYyT!

DenepanbHas cIyk0a Mo HAA30pY B cepe CBA3H, HHPOPMANNOHHBIX TEXHOJIOTHI U
MaccoBbIX KoMMyHuKanuii (PockomMmHan3op):

Ynpasiaenue Pockomuanzopa no Boarorpaackoii o6saactu u Pecnyoauke Kaambikus

[To oGpaiieHHsIM, OTHOCUTENIBHO ACSITENIbHOCTH MOIIEHHUYECKUX VIHTepHEeT-pecypcoB,
CO3JIaHHsI UCIIOJIB30BAHUS U PACIIPOCTPAHEHUSI BPEAOHOCHOTO IPOTPAMMHOTO
o0ecrnevyeHnst, HEPaBOMEPHOTO JOCTYIAa K KOMIBIOTEPHOW WH(OPMAIINH, XUILEHUSM,
COBEPULICHHBIM C MCTIOJIb30BAaHUEM IMOAIEIbHBIX 0AHKOBCKUX KapT, JJIEKTPOHHBIX
IJIATEKHBIX CUCTEM U CUCTEM JUCTAHIIMOHHOTO 0AaHKOBCKOI'O OOCITYKHBaHUS
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